Utilizing social engineering to steal
credentials (safe environment with

approval

As assigned to Red Team I was tasked with creating a fake portal webpage to steal a
dummy target's username and password delivered via an email phishing campaign.

My ultimate task was to successfully intercept any submissions on my webpage through
the use of hosting a web page directly linked to the email. When the user enters the
web page to log in. kali linux’s Social Engineering Tool kit will automatically send the
submission to my remotely hosted server giving me access to usernames and
passwords.

Utilizing HTML, CSS and PHP I successfully created a cloned copy of the MyGov
webpage to socially engineer dummy victims into submitting their credentials.
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